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INTERNET VOTING 

 
India took its first steps towards internet voting in the 2011 Gandhinagar municipal elections in Gujarat. However, the move for 

internet voting gained momentum when a Non Resident Indian (NRI), Samsheer V.P., filed a PIL challenging Section 20(A) of the 

Representation of the People (Amendment) Act of 2010, which requires NRIs to be physically present at their electoral constituencies 

to cast their votes, and termed it discriminatory and a violation of his  Fundamental Rights. The growing “engagement” with the 

Indian diaspora, their interest in policy and its impact, their propensity to contribute financially to elections in the country has further 

led to a strong call being made for  internet based voting. Taking this issue forward the previous CEC had announced that voting via 

the internet could be possible in the future, and while he did not give a time frame he did say that the Election Commission had been 

informed by the IT Ministry that India had the capacity to implement online voting within three weeks.
1
 However, in a 2014 report by 

the Committee for Exploring Feasibility of Alternative Options for Voting by Overseas Electors, constituted by the Election 

Commission, the committee rejected the use of internet technology for voting by overseas voters in either the short-term or medium-

term until security concerns were addressed.  

 

National political parties in India have expressed different views on the use of internet for voting. While the BJP has supported an 

“easier voting mechanism” for NRIs in the past, the Congress and the Left Parties opposed the use of internet technology for Indians 

living abroad citing security concerns, violation of secret ballot and resultant disparities in facilities provided to all voters. 

 

There is no denying that internet voting could be a boon for NRIs, migrant workers and personnel posted in remote and forward areas 

in addition to helping persons with disabilities etc. and therefore would address a basic requirement of democracy, namely making it 

easy for every citizen to register and exercise their vote. It could also bring about efficiency and reduce costs by reducing the need for 

physical infrastructure and manpower involved during each election. Internet voting also has the potential to reduce and eliminate 

ballot errors subsequently producing faster and more accurate election results. 

 

While Gujarat and Estonia have experimented with it, security experts across the world remain skeptical about Online Voting Systems 

as they have not been able to identify a fool proof solution that marries the contradictory requirements of voter anonymity and the 

need for ‘paper trails’ that demonstrate the veracity of the voting process.   

 

RISKS ASSOCIATED WITH INTERNET VOTING 

 

Several drawbacks and risks are associated with Internet voting and telephone voting methods.  

 

SECURITY 

 

The most prominently cited risk is related to security. Some frequently mentioned issues that could compromise an election and 

public confidence in electronic voting are threats of computer viruses or hacker-orchestrated 'denial of service' attacks. Such threats 

affect the security of personal computers making them vulnerable to data theft and manipulation. In light of this, the maintenance 

of ballot secrecy is presented as an issue when using computers that are unprotected, located in public places, or which may be 

susceptible to virus attacks. Other potential technical problems or issues include power outages or malfunctions in Internet 

connectivity as well as the possibility of servers shutting down or crashing.  

 

FRAUD AND COERCION 

 

Internet voting presents a greater opportunity for fraud and coercion or vote-buying. Fraud occurs when someone votes on another's 

behalf without their permission, whereas coercion or vote-buying takes place when a voter is pressured by others to vote in a way that 

he or she would not have otherwise. Both present problems for ballot integrity since it is important that every vote cast be tallied as the 

voter intended. There is additional opportunity for fraud in electronic voting systems if voter notification cards, which contain unique 

passwords required to cast a ballot, are intercepted. In the case of ballots not cast in person it is more challenging to verify a voter's 

                                                                 
1 http://indianexpress.com/article/india/india-others/india-has-capacity-to-bring-in-e-voting-says-cec-h-s-brahma/   
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identity. Remote voter authentication can be a problem since it may be difficult to confirm that the person voting is actually who he 

or she claims to be. While digital signatures and passwords can help, they are not foolproof and could potentially be shared. 

 

PRIVACY AND ACCURACY  
 
Internet Voting relies on the software to mark the ballot while casting votes. The voter must rely on the software to mark the ballot as instructed. 

Software bugs or malicious software in the voter’s computer could vitiate the result before the ballot is returned, even if the voter examines the ballot 

on the computer screen. 

 

RECORDING AND STORAGE OF DATA 

 

The reliable recording and storage of votes is also an important consideration. Internet voting needs to be accompanies by secure 

servers that can safely store data. Such data is highly susceptible to pilferage and manipulation to determine or change the end results. 

 

SOFTWARE COMPATIBILITY 

 
 Internet voting system  must be able to run correctly on a wide variety of voter computer systems. There are different internet browsers in use by 

people like Microsoft’s Internet Explorer, Mozilla Firefox, Google Chrome, Apple Safari, and dozens of other less known browsers. Further, these 

browsers have multiple versions. There are differences in related software used in voting software, such as Java, dot net etc. Display resolution on the 

computer and printer settings are also of multiple types, posing a problem for on screen display and print outs as expected.  

 

ACCESS 

 

Access to internet is a major concern as it is highly dependent on infrastructure. Internet voting creates a possibility of a "digital 

divide", which can occur in two ways. There is a digital divide between those who have home computers with Internet connections 

and those who do not. Second, there may be a digital divide between those who have faster access and those who have slower 

connections and hence lower quality access. People with higher incomes are more likely to be able to afford access. Furthermore, 

access is often less expensive and of higher quality in urban areas. Those with lower incomes and who live in rural areas are at a 

disadvantage. Therefore, the extension of Internet voting has the potential to create divides with respect to many socio-economic 

variables, namely income, education, gender, geography and race and ethnicity. These potential divides could be problematic for 

participation and representation. The question remains whether NRIs in all countries, besides the developed ones, will have access to 

such internet due to infrastructural limits in the place they reside. 

 

VOTER EDUCATION 

 

A lot of time and money must be invested to ensure that the public is aware that electronic voting is an option and that voters are able 

to understand and use the on-line system to cast a ballot. Without correct marketing and advertising it will be difficult to engage 

electors. 

 

PRIVATIZATION 

 

Privatization is a concern when electoral administrators cede control to a hired firm. Contracting elections out to private companies to 

run the electronic operations has negative implications for some people, and hence has the potential to negatively impact public 

confidence and trust in government and elections.
2
 In absence of proper mechanisms a private company can monopolize and influence 

voting systems and patterns. 

 

 

                                                                 
2 http://www.elections.ca/content.aspx?section=res&dir=rec/tech/ivote/comp&document=benefit&lang=e  
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CONCLUSION 

 

While the digital divide limits the reach of internet voting, it is security and privacy that remain key reasons why decades into the 

internet revolution even countries like the US, UK and France have still not implemented internet voting. Apparently, even the U.S. 

Department of Defense recently cancelled plans to allow Internet voting by overseas military personnel after a security audit found 

serious vulnerabilities in the system. It is the hacker’s ability to intercept communication or log in and vote as someone else which 

continue to be concerns today as these cannot be acceptable risks in a robust democracy. The requirements from the system are further 

complicated by the fact that unlike e-commerce transactions, the system actually needs to be able to protect voter anonymity while 

providing data trails that record accuracy in a manner that is acceptable to all stakeholders.  Media reports on the internet voting 

process proposed by the CEC are sketchy but if what is reported is correct then the proposed use of the SMS medium (Out of Band 

channel) for confirmation is a positive step but, if the EC proposes a user initiated registration process, experts feel that it could be 

fraught with risks. Instead the registration process needs to be initiated by the EC as is the case in e-filing of Income Tax returns and 

the overall proposal may require a far more detailed threat modeling and mitigation strategy before we can move ahead with internet 

voting.    

 
 

 

 

 

 

 

 

 

 

 

 

 


